Business Continuity Plan Testing Design Guideliness
Tabletop tests are conducted in an informal setting.  The facilitator guides participants through a discussion designed to meet pre-defined objectives as documented in the BCP tabletop test plan.  The discussion centers on a single scenario or multiple scenarios.  The steps involved in the test planning, execution, and reporting process are an interrelated set of tasks that have been organized into the four major functions listed below:

1 Design the BCP tabletop test.
a. Document the objective(s) and scope and of the BCP tabletop test,

b. Identify participants,

c. Identify the test facilitator(s),

d. Develop the BCP tabletop test,

e. Develop realistic scenarios, and 

f. Establish evaluation criteria and document results (expected versus actual).

2 Conduct the BCP tabletop test.

3 Review and analyze the results of the BCP tabletop test in order to create the After Action Report (AAR).

4 Update the BCP and BCP tabletop test plan, as appropriate, based on lessons learned.

1 Design the Tabletop Test

Proper planning is key to successfully executing the BCP tabletop test.  During the planning stage, the following elements need to be addressed in order to design a meaningful test:

A. Document the objective(s) and scope of the BCP tabletop test

The system/application owner or designee must assign responsibility for overseeing the BCP tabletop test process to a specific individual who is familiar with both the business function supported by the application and the underlying technology.  This individual, heretofore referred to as the “facilitator”, is responsible for identifying the scope of the test, developing the BCP tabletop test plan, overseeing its execution, and creating the after-action report. 

The objective of the BCP tabletop test is to focus on ensuring that the content of the BCP is accurate; interdependencies are defined and correct; and the roles and responsibilities of the participants are documented in the BCP.  To meet this objective, the scope of the BCP tabletop test, should encompass testing the roles and responsibilities of personnel within the BCP.  In accordance with management direction, the entire BCP or portions of the BCP may be targeted for testing.  The types of questions asked of the participants during the course of the test should be tailored to the level of personnel attending the BCP tabletop test.  

The BCP tabletop test can be focused on testing the roles and responsibilities of personnel with regard to the following, but not limited to:

· the recovery of processes, procedures, and communication;

· strategies for relocation to an alternate site;

· performing essential functions at the alternate site; etc.

B. Identify participants

The facilitator will identify the appropriate personnel to participate in the BCP tabletop test based upon the scenario being tested and coordinate all logistics.  For example, if the primary objective is to validate operational procedures, then operational-level personnel are invited to the test.  Senior-level personnel and their deputies should participate if the primary test objective is to validate the decision-making and oversight processes within the BCP.  The BCP Plan Coordinator (BCPC) is a required participant regardless of the chosen test scenario.
The BCPC is responsible for the BCP process.  He / she is typically a resource manager within the agency.  Specifically, the BCPC develops the contingency strategy, in cooperation with other functional and resource managers associated with the system/application or the business processes supported by the system/application.  The BCPC also manages development and execution of the BCP.  When the BCP is activated, the BCPC will draw upon the expertise of various participants in the defined recovery process.

Participants may be drawn from some or all of the following functional groups:

· Emergency Management,
· Technical Group, 

· Administrative Support, 

· Transportation and Relocation, 

· Media Relations, 

· Legal Affairs, 

· Physical/Personnel Security, and/or

· Procurement (equipment and supplies). 

C. Develop realistic scenarios

A scenario is a sequential, narrative account of a hypothetical incident.  Scenarios are intended to introduce situations that will inspire response, and thus allow testing of the objectives.  They are succinct and give the initiating event as well as specific information concerning the activities associated with the BCP.  The planning for the test scenarios should be focused on realistic issues that will engage the participants, exercise the robustness of the BCP, and encompass communications with several stakeholders.  Also, each scenario should be specific enough to attain objectives. 

Scenario Example:

An application user calls the help desk because they cannot access a CMS application.

D. Establish evaluation criteria and document results (expected versus actual)

Criteria to evaluate the success of the test shall be developed and documented in the BCP Tabletop Checklist prior to executing the test.  The evaluation criteria should be aligned with test objectives and scope.  By defining the expected results up front, any deviations from the expected outcomes are quickly identified for subsequent analysis.

The results of the test shall be documented as per criteria identified and should include:



(1)
Expected versus actual results, and 



(2)
Unexpected results.

Using this qualitative approach, the facilitator will be able to answer “How well?” the team performed.
For example:

	Evaluation Criteria
	Expected Results
	Actual Results
	Evaluation Results (Satisfactory/Unsatisfactory

	Upon notification that an application has failed, the BCP Coordinator notifies the key personnel using the Notification Roster.
	BCP Coordinator contacts TMG officials, the ISSO, system/application owners, and others on the Notification Roster, informs them of the contingency event and relays all known information. The BCP Coordinator directs all notification efforts.
	The BCP Coordinator did not call the ISSO
	Unsatisfactory


NOTE:  This BCP Tabletop Checklist is developed and used by the facilitator.  It is not provided to the other participants.

E. Develop the list of questions

The facilitator is responsible for providing the participants with a list of questions to orient participants to the types of issues that will be discussed during the BCP tabletop test, ensuring the objectives are met.  Questions documented by the facilitator are posed to the participants to start a discussion.  Appendix A contains a sample set of questions that may be leveraged by the facilitator. 

F. Develop the BCP tabletop test

Having established the scope, identified the participants, created test scenarios, captured the evaluation criteria, and developed a list of questions, it is time to synthesize these materials into a formal BCP tabletop test plan and develop supporting material to assist in a smooth execution of the test.  To aid the facilitator in this duty, Appendix B contains a template for completing the BCP Tabletop Test Plan; and Appendix D contains a sample of a completed BCP Tabletop Test Plan template.  Additional materials that need to be created include the following:

· Agenda and logistical information;

· Purpose for conducting the test;

· Scope, objectives, scenario(s) and facilitator questions;

· Inventory of resources that shall be needed at the time of the test;

· Pre-identified evaluation criteria (as defined in Section 1-D); and

· Copy of the BCP being tested.

