Data Protection Policy

In keeping with California law and Blanco Wireless's commitment to customer privacy, employees are required to maintain strict confidentiality of all personally identifiable information (PII):

Scope
This applies to all PII stored on production servers in the Blanco Wireless network.

Configuration requirements
Storage
PII must be encrypted in storage and transmitted only over encrypted network connections.

Access
Databases containing PII must be accessed only via an approved method:

· An application whose purpose is to broker such access.

· An approved database management server. Direct database access via desktop programs such as TOAD is strictly prohibited.

Database security
Databases storing PII must be configured according to Blanco Wireless's Database Configuration Guide, which prescribes the application of all severity 1 and 2 directives contained within Pete Finnigan's Oracle Database Security Checklist.[12]
[12] http://www.sans.org/score/checklists/Oracle_Database_Checklist.pdf
