Server Security Policy

The purpose of the Server Security Policy is to establish standards for the base configuration of internal server equipment that Blanco Wireless owns and/or operates. Effective implementation of this policy will minimize unauthorized access to Blanco's proprietary information and technology:

Scope
This policy applies to all production servers at Blanco Wireless, including web, application, and database servers.

Configuration requirements
The following directives are required of all servers at Blanco, and should be detailed in every configuration or "hardening" guide used by administrators:

Outbound connections
Production servers deployed into Blanco data centers may initiate connections only to other production servers within the Blanco enterprise. Connections may never be initiated from production servers to the Internet. If deployed into an approved DMZ, servers may only respond to requests in accordance with their deployed function.

Network services
Servers in the data center must register their hosted network services in the Blanco Enterprise Management System prior to deployment. Registration is not required for approved management services such as SSH and syslog, which are necessary for administration and monitoring.

Accounts
Servers must be configured to limit available accounts to those who have direct, administrative responsibility on each specific server. Servers must never allow direct login by nonadministrative personnel such as development support staff members or end users. Those with a need to affect application or data configuration should use the IT-supported deployment applications to effect needed changes on the servers.

Privileged access
Direct login to the system must occur through individually assigned account IDs. Access to privileged accounts, such as root, must be permitted only via "switch user" commands such as sudo or su upon successful login. Direct login as a generic privileged account such as root is strictly prohibited.

Administration
Remote administration must be performed only over cryptographically secured, encrypted network connections. Administrative interfaces must never be exposed directly to the Internet, but must be available only to those who have properly authenticated into the Blanco Wireless network.

Logging
The following events must be logged to a separate log server to support investigations and monitoring:

· Login

· Privileged operations, including sudo and su
· Status change for networked services (start/stop)

